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Abstract of JP2001 036571 

PROBLEM TO BE SOLVED: To provide an 
electronic mail system by which illegal use can 
surely be prevented. 

SOLUTION: In the electronic mail system, a CPU of 
an electronic mail relay device 2 receives an 
electronic mail relayed by servers 30a, 30b on the 
Internet 3, and when server additional information 
added by the servers 30a, 30b to the electronic mail 
is coincident with preset history information, the 
electronic mail relay device 2 relays image data 
attached to the electronic mail to a facsimile 
terminal 5 via a telephone line network 4. 
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[0007] 

[Issues Addressed by the Invention] 

However, according to the conventional network facsimile device described 
above, because the determination as to whether or not the sender is a proper user is 
made based on the attributes set in the sending apparatus, and settings are entered to 
allow an improper user to impersonate a proper user, such unauthorized use cannot be 
prevented. 
[0008] 

Therefore, a verifying e-mail could be sent to the sending apparatus each time a 
relayed e-mail including image data is received, and the relaying of such e-mail carried 
out only after verification is obtained. However in this case, the problem arises that 
because the sending and receiving of a verification is necessary, the burden on the 
network is increased. In addition, in this case, a user verification operation must be 
carried out, which reduces the ease of use of the system. 
[0009] 

The present invention was created in view of the foregoing, and an object 
thereof is to provide an e-mail system that can accurately prevent improper use without 
increasing the burden on the network. 
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[000 1] 

mm<DfjSi?z>i3Lffittm mm?— 
^LtG377{7v5 uggfcttLr^iMf&^r-s 

[0 O 0 2] 

[0003] *-y h9-^ • 77^yS'J(i, -f>^ — 
*-y h£^fr**y * £f2i£-f — JU<t LT 

Co o o 4] :©^>v h*?— * • :?r *->s u te, ie^ 

ffe0^(D^JfflS^C>^d<^^ h?-* - 7 7**>£ 

[ooo5] t:t\ ;uco&(g5c£ Kj*<r>£ 

*V bO — V ■ 77^V2 'J^j^l^^Wl 0-3 4 
1 2 5 2^**«L riii««tett£Sfi3£fiJ *\ ftRW 
1 O - 3 4 1 3 0 6-^t>$L r^^y h*? — ^77^y5 

[ooo6] t:6t% — Jftf::*? h^-^^LriH 
m^z* ft. Y>-s>-^7ht'it ci(D<fc z>u<) 

?7^^-A*i:LtSMTP (Simple Mai I Transmission 

Protocol) V— /N*^iA<fflLNt»tLTl><S 0 
tO O O 7) 

r*. ^(S5£T. aESfijffl*rc^yr^Sft3£A<ff*>*tfc 
m&iz tt. T-iEmm zmitx i ^ i ^ Pd15s*a<& o 

[0008] fct*, *f8£ft*tiH3^-?£^t;mT 
> -;u <b c't tz. m=f* -^(0^(§7c/cftfg(D 

COtSgj^&^fcfcoC *-y h9-C(0M^$ <^ 
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or L£?£I^Pd1&*A<&o*:o & 
^"3.— »f(D5tl2(Dl^^A^^r*, 3Piffi14j6MStV 

[0 0 0 9] ^^B^(*_hS5^tS^^^r^$tLri:^(0 

r% **y 1-9- *<DlM^£i£<fc&C£*£Lf:^ j^ottSt 

r - ^ je * j m £ r& it v £ -5 « ^ * - ; u * -r a £ f i r * 

[001 O ] 

coot i3 ±tt&mm<nmm*&m}k?ztz#>(Dm* 
izbi^x. *p>tz* misatf— /<^*o^i^^cgoa^r. 4» 

[001 2] JigS^^0I(O^S^^^^-r^rz^CDlf* 

icfct^. nJjse^^s:(*. ^isa-y— /^*pfi^^ Lr 

[0 0 13] _tS5^^J(DF n 1Si^^6$^^7i<ft<DlS^ 

tztei^x. iti&mu^m*. muzv—'tttimtemtLx 
30 (ommnwit. m^mm^^mmtizm-zs^x. 

Coo i 4] Jisa^^joF^^^^^^fc^ois^ 
jssgaiso^B^^, ti^tg i sesfccom^— /u^fg^s 

^rSLr^^$nfc^hfcf^^^L. ^i$^$tL 

[ooi 5] ±&vt&m<DmM&&&ik?ztz#>(D&* 

COO 1 6] ±^^I(DP^S^^ft?;^-r^fc<56cDIi^ 

50 (ftSS^^tLr^^ts^fc^-sj-r^^s^fcs^c^r. m 
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[001 7) ±&fexm<nr$m&£m&:Trz>tz#)(om* 

[ooi a] jise^^jtDrpisi^^fli^-r^fc^coss^ 
revive, tfitefflm^mz. ia^fca^Lf-m^— ;u 

[0020] ±iiEt**«oraajfe€«^*fcft<DW* 
^Afcteivc, mum.**— >\s<pm&m.<D-ffiteMM^& 

[0021) ±ftft&m<Dmm&&f&&?ztz#><nm* 
*i 2®.m<nmniz. m=i-^-)^m^iz^x. & 

[00223 ±tm&m<nr3m&&mfr?ztztb<»m& 
m i 3Kt&<D#sw*. =i>ea.— ^K^uiy oifig^Ei* 
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^t'feot, 'PU <k*>^ OO+J— LT2]3fe 
[0 0 2 3] 

10 — ;u4>IS^S«h It, K9- £ • ^t<7*>S 'J 

[0024] *f£B£(7)||jfc<DiF^|zf$£^y— JU4^ 

ittT^-^ii^s i izm$tz*itzm**-)i,tpi& 
ffiiizi*^ m*<oms$&&t<mmztixi^z>(Dt)<±tt;<D 

[0 0 2 5] — ;ui£|g^gi 0 2l:^n^ 

(C. CPU1U, RAMI 2 i N ROM13^ /\— 
Kf-fX^ (HDD) 14i, h^— >^^X 

[0026] CPU1 If*. ROM13 tZ&ffiZlxX U 

-otzmm.4 *-itz&mi.xm&^-5 

^tr^o -ocpui i <nmteftU® i miz'oi^xiz'&& 

[0027] RAM12lt CPU1 1 (D^ — ^> ^ 'J 

cpun i t)<&m?%z?a<?^juz&m^xi^z> 0 / n — 

Ottfti^R^iotSftf-^t LtRAM 1 2IC^ 
[0 0 2 8] W^-;ii^Sl(J)CPU1 

i ^m^->-;u^^^i4i^-r^^iifco^xsftB^-r^ 0 

CPU! 1 It. n.— +f(D|&^(C^ U % t&7F^^/c^$^<7) 
50 ^^IS^ >— ^^^fefiicL. X^rV^I 6/j^RAMI 2 IZ 
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:t\ {Si&^r — ^ SiSfiMTafCl*. 4>*QCDM I ME (mu 
Itipurpose internet mail extensions) Itffi&ttl^T 

n. company. co. jp0)*ii o'f-teu FAX=xxxxx@domain.compan 
y.co.jp<D<fc ^tLTt<fct\ CCT% xxxxxCDSP5^6^ 

[oo2 93 ccDcfe^fcbrm^-^— ;ui^{g^si 

^Hfct^^-^-A'aOa, 3 0b. •••3 0nl:,fc 

-;u*«ffla2«i«-r*. fife. comT>-;u-tr- 
ttHfc* -r *v hfcfcL>ri£<fijffl$HrL^s 

MTP1f-/^tt, Received: #*:«=*»ljb*e»*6**lT 
fc. Received: by serve r1 .domain! from server2.doma 

in2<0ct^fc. cnt,com^^^*D-r^o -CT% byia 

TOserveH .domainl CDSfl****^ B(7)£ffc-Cr& y . from 
JilTOserver2.domain2tOS(5^^ , J U— 5cCDtJ— 

[oo3o] cco^T^— ju-y— /<3 oA<^*Q-r^>(f^ 
(-9— /ttfitalfftft) <tLTI*. c^^^uu-^ 

[003 1] ;u«t»*B3£1R2te* Ial3fz^ 

^Jc^fC CPU2U, RAM22<h. ROM23 
A-Kfa^ (HDD) 24c, **-/hr7— <?-<( 

[003 2] CPU21I1 ROM2 3f::*&*fc£*lTt^ 

LxT(*^5$-r^ tt RAM22I1 C P U 2 1 CD ^ — <7 ^ 
^UcLTMt^o £fcs Ctf)RAM2 2lt 

mKiuiR-f >*?x— *2 7fc.t yjgs*ti5f-$ t 
^-^i:^1-4/\'777c L-C4>ttflrr&„ rom 
2 3li, fiBH^a^^A^lift-r*. A-Kf-fX^2 
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<ommnn ciut, ^ttra$a<tf*-r *) <t£*tnso'it 

T%<fct\. 

[0033] ^7h9-^'f>5'7x-X2 5ll Y > 

h3^^rLXiHS{If 6o mSlsltSM'>*:7x— X2 7 
C<Z)©BS[hH&$84 $^Lt, CPU2l^bA^]$^ 

[0 0 3 4] CCt% /\— K^r-fX^ 2 4 IZftftoZfrT 

izlt. i^(S5n(D3-— if<D>— KUX ([E-Mail]) 

« (CRcv>UTc7)tT) cm^ft^^tit^^o 
20 [0 0 3 5] CPU 2 1 6<ff ^$&*!rc-DlNT. 15} 

5^#KLOOrat^o CPU211 ^7h9-^ 

-<>^^x— X2 7 6W>5»- **y ha^LttiP-^ 
^^^#-T* (S1) o C1CD>— JUT 7 KUXI*. —fi56<Jf- 

m^^-^co^-y^s^fc^^ttrfcy. m^wic-o 

2— **y K'f£<M$^tt^SMTP^lfflLfc> 
-JUCDii^fcli. y— Jl,tp<DFFm:frH>teZ>fTlZ % From: 
Sender User <user!§pop17.oden.ne. jp>CD<t ^ fcg-^tt 
30 Xl^(DX'. Ctt^^yttSLT^Jffl^r^o ::t\ user 
1@pop17.oden.ne.jpA<^-;UT KUXfc4§^^^ 0 ft. 
["Sender UserJ A^^7cC03--^«fz1S^ user! 
(3\ ^l^o.— -tPcDD^^V^f-^^L. pop17[*. Tfs^ 
h^lc^^ U 5^ U (7)oden.ne. Jp^ Kj* * fc^9^ L 

[0036] fit, CPU2 1li, MS 1 iZTZSffi 
Ltz*~ ;UT KU^^~ <t Lt, A-Kf-f^2 4 

'>^< <t4, i oco^ttts^^^u (S2) „ m^^- 

IT, -~%Z-?Z>fr : gfr&m'<Z> (S3) . MHS3(cfc 

c>r. ^is 2r'^^^y-^H:mmcDtN-rtL^-oA< 

y -;n: ^ $ nt t >^ iBBSnittrc— skr * «t ^> 
(Yes^^>i#) , ^ism^y-^fci^f^^tifziii^r 

-'S'^lS^L (S4) . 2Z>lz®ftLtzWm^r—$i£m 
Si®^W>^^x-X2 7ICfct5^)L. miS[El^P4^^ 
Lt77vyS'J^S5[;HitH^LT (S5) , ^IS 

[003 7] $tz, mMS3lZ^X. <b'C0^fctm^ 
50 m^^-^CDIS^tlf^li--StL^^^:t,[i' (No/j: 
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. -&^U^^t&m*nLT (S6) . *aif££* 

T^r^o :cr% 9dms 6 fci^$a*ai*. n**— j^p 

[003 8] ££>tz. &3is3f:i;fcit£J£E^&<h*Nt 

^H^n^ti^&y^** c^^i^c^t*. *m 

[0 0 3 9] t:t\ 5&ilS3rcfctt^^JSTT'(i. #1*. 
f£\ SS^fc— «L#<r4,. M?H£zx—*f(D K> ^ >U 

SfcLTlvtU^ ^to^il (MS4~S5) Sfr^c 

— »r * A^s^<of4«f £ff a ^ £ a>«iS!c <fc o r mmxz 

[0O4O] /\ — Kr-f 2 4 fzt&$A <*;h,"Cl/ x 

xwm?z>tttmm&mx.xij&L^ tut>^>. b**j 
^-/<b-^-/<cj (!£ 1 <Dtei£f£g&) r*£>£££ 

fc. PM8:00-AM8:00^*et*. /< B (Dm^tfl £*lT 
fey. -Z(Otz#)iz r+f— /n*a-^— /^D— -9— /\Cj 

tpmommz'n^x^jz^ 

• 100 4 1 ] UA-hT's ^-^fcot>T|ftB^u/i;CDr'. & 

i^rBWr*.. m^>-;L«Htifil® 1 1*. 1 6 
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[004 2] CKDVf* — Y h3Jt0) 

rc<t*o$4xra^?tb. n^^—j^mi^m^tzm^-i- 

meizifi'i' &^>izU^xi^Z> 0 meiztsi^x* A(D&ft 

[0043] 1T> — 2(DCPU2 t 

20 -^^-y)is*&mLxm&&&<nmmnmzMfci~tz 
e»€*fiHKm« cme^Bco^) rc^$ttfcuu 

[o o 4 4] nteftizmecom**— jutrf*. crcifii> 

SP^/)^. £t\ smtp16.oden.ne.jp^lg*Lrfx.fuji 
xerox.co.jp^'J l^— $^>t-^ ms2 .company. co. j 
P, msl .domain. company. co. jp«fc 'J — ^^fC^^f-^ 4 — 
JU^&I^lS 2 lc4g^T^>^ pf-bcuji sen. domain. company. 
30 co.jp[«S<J5feLTl^*o foX, d*ie>A<*ttt1H«t L 
r^L— +f<D>— KUX user1@pop17.od 
en.ne.jp) Izttfc Lt ^Hg^a-ft-^K^^? 

[O0 4 5] ft. KttlftB^Lfccfc^^. »JS.(*. ^BCD 
K>-r><h LT CD company, co. jpf-iS'^"^, ms2^l) : ms1 
^^tlUT. ^-tLJ5Jm<Dsmtpl6.oden.ne. jp£. fx.fuji 
xerox.co.jp«t^-SlLri>^^S^CO^^I^-<T^cfc 

40 CO 0 4 6] fit, CPU2K1 ^^1I^<h^tfcti 

mttZtixi^i>m&T-**f&vt£Lx. G377^> 

5'J(7)^Dha;^fflL\ X2 7 

[0 0 4 7] WT. 

50 atta— «f, user1§pop17.oden.ne.jp^^y-r*U-C. 
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^-y— /< (#J*.(i\ smtp26. other. ne. jpfT^) 

£ttLT-f h3f::i£{Eiii*>-f CC0«b£<!5 

iCsmtpie.oden.ne.jp^^^LTm^y— ;u££i££-tt 

ceived?T<X)SHi£fw s Received: f rom smtp26. other. ne. j 
p by smtp16.oden.ne. jp£^frtr— /<ttADm^A<ttta £ 

[0 0 4 8] wCO«fc^fC, ^SSOIfa^^^-^C/ 
COO 4 9] SQSS 3fC^lt^>^J^^^^<D K> 

-zSl >TT -5 d £ fc «fc o T . <5>£I£8&A<jE ^ T?^^> 

[0050] ^tr. *§£Bao&2<Dmfa<Dmmiz&z>m. 
[o o 5 i ] ^^(D^acD^JficoJf^^fc^^m^y — 

U2 1 £ICfcl*4&SA«^*»fco-Cl**. 
[0O52] *3£fl5<Dfl2s§<7> CPU2 1li, 5 fr^ L 

i£f£&£^SSr£S£§2&lM£m\ CPU1 11*. me 

2 4(D4>^S*pT3--— tf-r— 7)UZl** m9tZ7fi-t^o 
<t. /U9-Kt, fc^g! (UT(DlftQ^r'(im2(D^^ 
[0053] W*fl*Fl-. *3lj]£tf>ff$S<D CPU21li, 

;u*>£>. *£88£efS5Lf::l>JL— +/<D^— JUT KUX £I5t 
^^T^/N"X9-K<tm2(7)^SSI^^ 

smra (s id. fit, cpu 2 1 1*. mi 
mmz^^> r^Qiis i i t'U^Lfc/NX^- h'$m 
l (S12), m^-^— iw^-xt lc. 5Qiis i i r* 
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3) 0 fit, C.PU2 1(i, 

-*T'ttM«-r* (s i 4) w - 

[0054] CPU2 llt S^-i^SiSt^i, 

^&sfgy — ;u<DF*j^£5iusts i i vmn^tzm^of^ 

&mT'f&m L (SIS), MSS 1 1 T'SmLf::/ , ?X'7 
-K£-&r£^5^£¥i]BT-f £ (si 6 ) 0 CCD 5a il 

(YesT*&&<t) . Sfg^ — /UfC-tf— /\lZ<k-DTtt1J0 
10 £n*:fc&^<D/£Etg$a£iattJL (S 1 7) . tetiJL 
fcl&Ste^£$QSS 1 1 vmm,tzZL— *f(D* — ;ut K 

uxjc^nco'itr. «j±««t L-cttiA-r* (si 

8) o 

[0055] $ z>tz^ ^HicDff^CP u n li, t 
S(S21). fit, tfttLfc*— -M*<Dl*l§£$&2<D 

tetinmvm^ti, (S22) . sfg*-;u<t l-c, ®^ 
20 >-;u+ig^iSfc5aTTig^ai*-r^ (S23) 0 

[OO 56] 1 2 0)11 (D'A&imt. &m.S 2 2 

■9— /^b^^^miS^Ltt.fc^o £ 
fc. ^-;^^S2©CPU2 1ll «2<D4*BJ 

Z.(0m^lZ[^ CPU1 If*. ^IiS2 2fCfcl> 

30 

[0 0 5 7] cco<fc^fc^s§5f|gco>-;ufc^Lrili^ 

40 [0058] ZL(D£o\Z^ &mtfo<01&&<DW :: ?-* — J^> 

x^Ar-j:tL(*. fe&ifc&ommtemzKfcrzttitm 

[oo59] (Si. ^ 1 t 9 ^ f " o l > r 

50 IttB^^u/iA^ m^-;L<0tf;i£f3?S-tT\ 1g^^-; U 
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Ttcti>o zKom^izit, z £>\zmmi.tzB&&i&t+ 

\z&'rr?Z>J:?lzLXte< 0 CCD J: ^lz-tti\$. 

ask c(0$ajis6oft^yfz^s$^as^tT^m^-e(*. 

0&^b£&rtT7::<tjW£Ll\, f ?r*^U<l:, TIE 
[o o 6 i ] 2? t»fc. ::t'li, m i . m2(D^J£coff$ 

-)\,*miii&2izm**-)\,hmtt&i£x<nte&m& 

[0 0 6 2] 

coo 6 3] ^tr. fe&<D*$tt\£&rmm&z zizmm 

[0 0 6 4] ££>\Z. &m<D K*-f VfcRSfclvy— 
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[0 0 6 5] ££>fC, ftJtfl)-*— /<£&£LTl**6*g 

mzS^t +«^S*iWffli-r -5) - t \z& V , ?«JiIfSS& 

[0 0 6 6] ^B^f-^nt*, *£S&£*fSS-f& 

/-;u£. &1M7ttn+J-)i'0*M§i&t(DmX'\%& 

[0 0 6 7] cct\ l££&£$tirf ;uf::*tLT. 
ttfeicD0&-5§Hb£fT?c£T'. t*g=ft«L*:«^y— ;kd 

[^IScDfw^^lftB^] 

[£)1 ] ^^B^tD^^ff^lc^im^-^-^^Jg^ 

[133 ] *^B^(D^c7)^ftlfr^^mT^— ;u«t>^ 
t©4 ] ^^pT3.--'-y : -x--^;uc7)-^$^-rS5iB^ii] 
[©5] c P u 2 i A<fr?$M££-r:?n— ^-v — h 

[0 6 ] — v v&tto-m z&tt&mm 

IS 7] CPU 2 1 6^f7^5tS2«&I10^P— ^V— b 

mx&z> 0 

me] CPU! 1 Mt^ £WS-r**—/u 

C^OlftB^] 

-{^-*^k 4mss0^. 5 ^7^->^u^ 

IS, 11. 2 1 CPUs 12, 22 RAM, 13, 
23 ROM, 14, 24 /\— K^X-fX^* 15. 2 
5 ^•^9-^Y>^7x~^, 16 X^-V^". 2 
7 miSE^-O^^x— X. 3 0^y-;^-/\' 0 
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* ^-^7^!/^ [E-Mail! 

• Received?? [Rcvl 



EE-Mai II user18host1- domain_y 
[Rev] 

Received: by mvdev- domain from server!, domain. . . 
Received: by server!, domain from server2. dnmain_y 
Received: by server?, domai n_y from sender. domain_y 



[E-Mai I] user29host3. domains 



[Rev] 

Received: by mydev. domain 

Received: frofi server3. domain at ... 

Received: servers, domain from server4. domain_z 



C 



START 



-S1 



-S2 




C 



END 
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J 



( START^) 



S21 



S22 



S23 



END ) 
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[16] 



Fron u$er1§PO0l7.oden.ne.jp Wed Apr 14 16:39:40 19XX 
Return-Path: <useriepopl7. oden. nt. jp> 

Received: (qnail 331 ! invoked from network) ; 14 Apr 1999 16:39:40 

-oaoo 

Received: from msl. donain. company, cc jp (HELO nsl domain, company 
. c) (129.249. 24. 1} 

by pf-boutsea- dDmain.conpany.co.jp with SMTP; 14 Apr 19XX 
16:39:40 -O000 

Received: fatna i I 3311 invoked fro.* network) ; 14 Apr 1999 16:39:40 
-0300 

Received: fron msV dona in. company- cc- jp (HclG hertz, domain, company 
. cl (129.249.24.1) 

by pf-boutsen.domain.eompany.co.jp with SMTP; 14 Apr 1999 
16:39:40 -OOOO 

Received: fron m$ 2. company, ca jp by rriSl.donain.company.co.jp 
(5. 64/1. 3 
4+xns1. 0) 

id AA19332: Thu. 15 Apr 99 01:43:54 +0900 
Received: fron fx. company, ca jp (f j reval 1-userQmx [123.45.67.89]) 
by ms2- company, co. jp (8. 9. 3/3. 7W99040814) wi th ESMTP 
id BAA26121 

for <<fest1©pf -bout sen. dona in. company, ca jp>; Thu, 15 Apr 
1999 01:4 
1 :46 +0900 UST) 

Received: by fx. fuj Ixerox. ca Jd: id BAA02396: Thu. 15 Apr 1999 
01:43:48 +0900 (J 

by smtpl6.odon.ne.jp (6. 3. A+2. 7WbeU7/3. 6W99012&1040) with 
SMTP id BAA01 
449 

for <dcstiepf-boutsert domain, company, ca jp>: Thu. 15 Apr 
1999 01:4 
3:15 +0900 UST) 

Message-Id: <1 99904141643. BAA01449is n tp1 6. oden. ne. jp> 
Subject: Mail fron userl 
Oate: Thu, IS Apr 99 01:43:41 +09QO 
X-Mailer: Crisis Email cr-J 1.1 
From: Sender User <user18pop17. oden. r.e. jp> 
To: <destl@pf-boutsert domain, company- ca jp> 
Mime-Version: I. 0 

Content-Type: tcxl/plain; charsel-"isa-2022-jp" 
Status: RO 
X-Status: ittt 
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